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WIDE PROJECT ネットワークバックボーン

¡ 日本国内を中心としたネットワーク構成

¡ SINET / JGN の L2 網を利用して構築

¡ 拠点となる NOC

¡ 大手町 DC、堂島 DC、慶應義塾大学、東京
大学、奈良先端科学技術大学院大学、北陸
先端科学技術大学院大学、筑波大学、広島
大学等

¡ 主に 100Gbps の回線を利用
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インフラ

¡ IX

¡ DIX-IE

¡ PIX-IE

¡ NSPIXP-3

¡ T-LEX (T-REX)

¡ クラウド

¡ WIDE Project 内で利用する広域クラウド

¡ 大手町 DC、堂島 DC、東京大学、慶應義塾大学、
奈良先端科学技術大学院大学、北陸先端科学技術
大学院大学を拠点として構成

¡ DNS

¡ JPRS との共同運用

¡ M-ROOT DNS

¡ 日本 (2拠点)、フランス (2拠点)、US 西海岸 (2拠点)、
韓国

¡ 来年度にかけて拠点増を目指す

¡ JP DNS (E.DNS.JP)

¡ 日本、フランス、US 西海岸
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WIDE BACKBONE におけるWHITEBOX SWITCH の活用
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• DPDK-based router
• Poptrie (look up for large 

amount of FIB entries)
• OSS: Ubuntu, FRR (zebra),  ...
• Protocol: Static, OSPFv2/v3, 

BGP4+, ...

• WBS (Tomahawk) router
• Dev. Target: Switch Fabric 
• OSS: ONL, FRR (zebra), ...

Protocol: Static, OSPFv2/v3, 
BGP4+, ...

Kamuee (SW) developed by NTT Com.

ThalarctOS (WBS) developed by KDDI



L2 OVER L3

¡ L2 を構成するにあたって迂回技術が問題に

¡ 自身で構成できる網を持っていると L2 パスが多くなる

¡ 最近のネットワーク機器は優秀でそれほどトラブル発生しませんが

¡ それでもメンテナンス等のために迂回技術は必要

¡ でもここ 3週間くらいお騒がせしており申し訳ありません

¡ 大手町コアルータが調子悪くてですね。。。

¡ VLAN + STP はとうの昔に限界に達している

¡ WIDE バックボーン内で試みられているのはVXLAN

¡ PIM-SM + VXLAN というVXLAN 本来 (？) の構成を実現

¡ でもやはり EVPN + VXLAN の方がいいかな。。。

¡ アンダーレイ (ハードウェアルータ) + VTEP (PC ルータ) という構成
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PIX-IE (PROGRAMMABLE 
INTERNET EXCHANGE)

¡ NICT / JGN との共同研究

¡ SDN を利用した IX の構築

¡ なぜ SDN を使うのか

¡ そもそも限られたエリアに
て用いるネットワーク技術

¡ IX には Ethernet のフル機能
は必要ない (むしろ邪魔にな
る)

¡ IX に適した Ethernet の機能
とスイッチ群の集中管理

¡ IX 運用の自動化
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PIX-IE を構成する技術

2019年10月4日

¡ 光部材も PC パーツのように購入
できるように

¡ 低コストかつ運用自動化の IX が作
れないか

¡ 現状は FAUCET + IXP Manager

¡ IXP Manager との連携による運
用自動化

¡ Umbrella という方式を FAUCET 
にて実現

¡ Whitebox Switch の利用

¡ OS が問題

¡ IX のファブリック構成に適し
た機能とは？
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IX 運用の自動化

¡ IXP Manager による接続組織管理

¡ FAUCET コンフィグの自動生成

¡ IX 各拠点スイッチへの自動反映
(SDN Controller によるルール更新)
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Faucet Umbrella Tutorial
Install

VM details + download link

How to install thru pip and apt

This installation procedure if for Ubuntu 16.04

Faucet installation

sudo apt update 

If necessary:

sudo apt upgrade

sudo apt install python3-pip
sudo pip3 install pbr
sudo pip3 install faucet

From there you can already configure and run faucet :

sudo vi /etc/ryu/faucet/faucet.yaml
ryu-manager faucet.faucet

Install Grafana

Installation instructions from Grafana web site

Install InfluxDB

sudo apt-get install influxdb
sudo service influxdb start

Getting Faucet and Gauge as service :

sudo vi /etc/systemd/system/faucet.service

and paste in /etc/systemd/system/faucet.service :

[Unit]
Description="FAUCET OpenFlow switch controller"
After=network-online.target
Wants=network-online.target

[Service]
Restart=always
ExecStart=/usr/local/bin/ryu-manager faucet.faucet

[Install]
WantedBy=multi-user.target

Gauge as a service

sudo vi /etc/systemd/system/gauge.service

paste in /etc/systemd/system/gauge.service :

[Unit]
Description="Gauge OpenFlow switch controller"
After=network-online.target
Wants=network-online.target

[Service]
Restart=always
ExecStart=/usr/local/bin/ryu-manager --ofp-tcp-listen-port=6653 /usr/local/lib/python3.5/dis
t-packages/faucet/gauge.py

[Install]
WantedBy=multi-user.target

Useful commands

tail -f /var/log/ryu/faucet/faucet.log
tail -f /var/log/ryu/faucet/gauge.log

ovs-ofctl -O OpenFlow13 dump-flows s1
ovs-ofctl -O OpenFlow13 dump-flows "s1" | grep table=0

Faucet Architecture

Faucet Openflow Switch Pipeline

Table 0: PORT_ACL

Apply user supplied ACLs to a port and send to next table

Table 1: VLAN

Match fields: in_port, vlan_vid, eth_src, eth_dst, eth_type
Operations:

Drop STP BPDUs
Drop LLDP
Drop broadcast sourced traffic
Drop traffic from sources spoofing Faucet’s magic MAC address
For tagged ports
Match VLAN_VID and send to next table
For untagged ports

Push VLAN frame onto packet with VLAN_VID representing ports native VLAN and send to next table
Unknown traffic is dropped

Table 2: VLAN_ACL

Apply user supplied ACLs to a VLAN and send to next table

Table 3: ETH_SRC

Match fields: in_port, vlan_vid, eth_src, eth_dst, eth_type, ip_proto, icmpv6_type,
ipv6_nd_target, arp_tpa, ipv4_src
Operations:

Handle layer 3 traffic by sending to IPv4 or IPv6 FIB table
Send traffic destined for Faucet via packet in message
For source MAC addresses we have learned send to ETH_DST

Unknown traffic is
Sent to controller via packet in (for learning)
Sent to ETH_DST table

Table 4: IPV4_FIB

Match fields: vlan_vid, eth_type, ip_proto, ipv4_src, ipv4_dst
Operations:

Route IP traffic to a next-hop for each route we have learned
Set eth_src to Faucet’s magic MAC address
Set eth_dst to the resolved MAC address for the next-hop
Decrement TTL
Send to ETH_DST table
Unknown traffic is dropped

Table 5: IPV6_FIB

Match fields: vlan_vid, eth_type, ip_proto, icmpv6_type, ipv6_dst
Operations:

Route IP traffic to a next-hop for each route we have learned
Set eth_src to Faucet’s magic MAC address
Set eth_dst to the resolved MAC address for the next-hop
Decrement TTL
Send to ETH_DST table
Unknown traffic is dropped

Table 6: ETH_DST

Match fields: vlan_vid, eth_dst
Operations:

For destination MAC addresses we have learned output packet towards that host (popping VLAN frame if we
are outputting on an untagged port)
Unknown traffic is sent to FLOOD table

Table 7: FLOOD

Match fields: vlan_vid, eth_dst
Operations:

Flood broadcast within VLAN
Flood multicast within VLAN
Unknown traffic is flooded within VLAN

Faucet configuration architecture

Link to the HiRes Faucet.yaml tree pic

Default Parameters

DP

Attribute Default Description
arp_neighbor_timeout 500 ARP and neighbor timeout (seconds)

cookie 1524372928 Identification cookie value to allow for multiple controllers
to control the same datapath

description None description, strictly informational

dp_id None Name for this dp, used for stats reporting and
configuration

drop_bpdu True By default drop STP BPDU frames
drop_broadcast_source_address True By default drop packets with a broadcast source address

drop_lldp True By default, drop LLDP. Set to False, to enable NFV offload
of LLDP.

drop_spoofed_faucet_mac True By default drop packets on datapath spoofing the
FAUCET_MAC

eth_dst_table None
eth_src_table None
flood_table None How much to offset default priority by
group_table False Use GROUP tables for IP routing and vlan flooding

hardware Open
vSwitch

high_priority None
highest_priority None

ignore_learn_ins 3 Ignore every approx nth packet for learning. 2 will ignore
1 out of 2 packets; 3 will ignore 1 out of 3 packets.

interfaces {}
ipv4_fib_table None
ipv6_fib_table None

learn_ban_timeout 10 When banning/limiting learning, wait this many seconds
before learning can be retried

learn_jitter 10 Jitter learn timeouts by up to this many seconds
low_priority None
lowest_priority None

max_host_fib_retry_count 10 Max number of times to retry resolution of a host FIB
route.

max_hosts_per_resolve_cycle 5 Max hosts to try to resolve per gateway resolution cycle.

max_resolve_backoff_time 32 Max number of seconds to back off to when resolving
nexthops.

name None
ofchannel_log None OF channel log

packetin_pps 0 Ask switch to rate limit packet pps. TODO: Not supported
by OVS in 2.7.0

port_acl_table None The table for internally associating vlans
priority_offset 0 Some priority values
stack None stacking config, when cross connecting multiple DPs
table_offset 0
timeout 300 inactive MAC timeout
vlan_acl_table None
vlan_table None

Port

Attribute Default Description
acl_in None
description None
enabled True
max_hosts 255 maximum number of hosts
mirror None
mirror_destination False
name None
native_vlan None
number None
permanent_learn False
stack None
tagged_vlans None
unicast_flood True

Router

Attribute Default Description
vlans None

VLAN

Attribute Default Description
acl_in None
bgp_as 0
bgp_local_address None
bgp_neighbor_addresses []
bgp_neighbor_as None
bgp_neighbour_addresses []
bgp_neighbour_as 0
bgp_port 9179
bgp_routerid
description None
faucet_vips None
max_hosts 255 Limit number of hosts that can be learned on a VLAN.
name None
proactive_arp_limit None Don’t proactively ARP for hosts if over this limit (None unlimited)
proactive_nd_limit None Don’t proactively ND for hosts if over this limit (None unlimited)
routes None
unicast_flood True
vid None

Faucet configuration Cookbook with Mininet

Single switch 2 hosts - mac learning

Run Mininet

sudo mn --topo single,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

Faucet.yaml

version: 2
dps:
    dataplane1:
        ofchannel_log: /root/ofchannel.log
        dp_id: 0x1
        interfaces:
            1:
                 native_vlan: 100
            2:
                 native_vlan: 100

Single switch 2 hosts - routed

Run mininet command :

sudo mn --topo single,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

Command under mininet CLI

py h1.setIP('10.100.0.1/24')
py h2.setIP('10.200.0.2/24')
h1 ip route add 10.200.0.0/24 via 10.100.0.254
h2 ip route add 10.100.0.0/24 via 10.200.0.254

Faucet.yaml

vlans:
    100:
        faucet_vips: ["10.100.0.254/24"]
    200:
        faucet_vips: ["10.200.0.254/24"]
routers:
    router-1:
        vlans: [100, 200]
dps:
    faucet-1:
        dp_id: 0x1
        interfaces:
            1:
                native_vlan: 100
            2:
                native_vlan: 200

Dual switch - 2 hosts - mac learning

Run mininet command :

sudo mn --topo linear,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

Faucet.yaml

version: 2
dps:
    dataplane1:

        dp_id: 0x1
        interfaces:
            1:
                 native_vlan: 100
            2:
                 native_vlan: 100
    dataplane2:
        dp_id: 0x2
        interfaces:
            1:
                 native_vlan: 100
            2:
                 native_vlan: 100
vlans:
    100:
        name: “dataplane1 vlan"

Dual switch with 2 hosts - mac learning multiple vlans

Command to run start Mininet

sudo mn --topo linear,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

to run under mining CLI

sh modprobe 8021q
h1 vconfig add h1-eth0 100
h1 vconfig add h1-eth0 200
h2 vconfig add h2-eth0 100
h2 vconfig add h2-eth0 200

h1 ifconfig h1-eth0.100 up
h1 ifconfig h1-eth0.200 up
h2 ifconfig h2-eth0.100 up
h2 ifconfig h2-eth0.200 up

h1 ifconfig h1-eth0.100 100.0.0.1
h1 ifconfig h1-eth0.200 200.0.0.2
h2 ifconfig h2-eth0.100 100.0.0.2
h2 ifconfig h2-eth0.200 200.0.0.2

h1 ping 100.0.0.2
h1 ping 200.0.0.2

Faucet.yaml

version: 2

vlans:

    100:

        name: "Vlan 100"

    200:
        name: "Vlan 200"

dps:

    dataplane1:
        dp_id: 0x1

        interfaces:

            1:
                tagged_vlans: [100, 200]
                name: "port1"
                description: "host1 tagged vid 100 200"
            2:
                tagged_vlans: [100,200]
                name: "port_trunk"
                description: "link s1 s2"

    dataplane2:
        dp_id: 0x2

        interfaces:

            1:
                tagged_vlans: [100, 200]
                name: "port2"
                description: "host1 tagged vid 100 200"
            2:
                tagged_vlans: [100,200]
                name: "port_trunk"
                description: "link s1 s2"

Umbrella Single switch - 2 hosts IPv4

Run mininet

sudo mn --topo single,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

Faucet.yaml

dps:

    dataplane:

        dp_id: 0x1

        interfaces:

            1:
                native_vlan: 100
                name: "port1"
                description: "host1"
                acl_in: 1
            2:
                native_vlan: 100
                name: "port2"
                description: "host2"
                acl_in: 2
acls:
    1:
       - rule:

            dl_dst: "00:00:00:00:0:02"
            actions:
                output:
                    port: 2
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.2"
            actions:
                output:
                    port: 2
       - rule:
            actions:
                allow: 0
    2:
       - rule:

            dl_dst: "00:00:00:00:00:01"
            actions:
                output:
                    port: 1
       - rule:

            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.1"
            actions:
                output:
                    port: 1
       - rule:
            actions:
                allow: 0

Umbrella Single switch - 2 hosts IPv4 and IPv6

Run mininet

sudo mn --topo single,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

mininet command for ipv6

h1 ifconfig h1-eth0 inet6 add 2001::1/64
h2 ifconfig h2-eth0 inet6 add 2001::2/64

h1 ping6 2001::2 -I h1-eth0
h2 ping6 2001::1 -I h2-eth0

h1 ip -6 neighbor show
h2 ip -6 neighbor show

faucet.yaml

version: 2

vlans:

    100:

        name: "dataplane vlan"

dps:

    dataplane:
        dp_id: 0x1

        interfaces:

            1:
                native_vlan: 100
                name: "port1"
                description: "host1"
                acl_in: 1
            2:
                native_vlan: 100
                name: "port2"
                description: "host2"
                acl_in: 2
acls:
    1:
       - rule:

            dl_dst: "00:00:00:00:0:02"
            actions:
                output:
                    port: 2
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.2"
            actions:
                output:
                    port: 2

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::2/128"
            actions:
                output:
                    port: 2
       - rule:
            actions:
                allow: 0
    2:
       - rule:

            dl_dst: "00:00:00:00:00:01"
            actions:
                output:
                    port: 1
       - rule:

            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.1"
            actions:
                output:
                    port: 1
       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::1/128"
            actions:
                output:
                    port: 1
       - rule:
            actions:
                allow: 0

Single switch with 2 hosts - Umbrella multiple vlans

Command to run start Mininet

sudo mn --topo single,2 --mac --controller=remote,ip=127.0.0.1,port=6633 --switch ovsk,proto
cols=OpenFlow13

to run under mining CLI

sh modprobe 8021q
h1 vconfig add h1-eth0 100
h1 vconfig add h1-eth0 200
h2 vconfig add h2-eth0 100
h2 vconfig add h2-eth0 200

h1 ifconfig h1-eth0.100 up
h1 ifconfig h1-eth0.200 up
h2 ifconfig h2-eth0.100 up
h2 ifconfig h2-eth0.200 up

h1 ifconfig h1-eth0.100 100.0.0.1
h1 ifconfig h1-eth0.200 200.0.0.1
h2 ifconfig h2-eth0.100 100.0.0.2
h2 ifconfig h2-eth0.200 200.0.0.2

If you need to test with different @MAC per Vlan interface.

h1 ifconfig h1-eth0.100 100.0.0.1 hw ether 00:00:00:00:01:01
h1 ifconfig h1-eth0.200 200.0.0.1 hw ether 00:00:00:00:02:01
h2 ifconfig h2-eth0.100 100.0.0.2 hw ether 00:00:00:00:02:01
h2 ifconfig h2-eth0.200 200.0.0.2 hw ether 00:00:00:00:02:02

h1 ping 100.0.0.2
h1 ping 200.0.0.2

Faucet.yaml

version: 2

vlans:

    100:

        name: "Vlan 100"

    200:
        name: "Vlan 200"
dps:

    dataplane1:
        dp_id: 0x1

        interfaces:

            1:
                name: "port1"
                description: "host1 tagged vid 100 200"
                acl_in: 1
            2:
                name: "port_trunk"
                description: "link s1 s2"
                acl_in: 2
acls:
    1:
       - rule:
            vlan_vid: 100
            dl_dst: "00:00:00:00:00:02"
            actions:
                output:
                    port: 2
       - rule:
            vlan_vid: 200
            dl_dst: "00:00:00:00:00:02"
            actions:
                output:
                    port: 2
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "100.0.0.2"
            actions:
                output:
                    port: 2
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "200.0.0.2"
            actions:
                output:
                    port: 2
    2:
       - rule:
            vlan_vid: 100
            dl_dst: "00:00:00:00:00:01"
            actions:
                output:
                    port: 1
       - rule:
            vlan_vid: 200
            dl_dst: "00:00:00:00:00:01"
            actions:
                output:
                    port: 1
       - rule:
            dl_type: 0x0806
            vlan_vid: 100
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "100.0.0.1"
            actions:
                output:
                    port: 1
       - rule:
            dl_type: 0x0806
            vlan_vid: 200
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "200.0.0.1"
            actions:
                output:
                    port: 1

Dual Switch Legacy and Umbrella 2 x 3 hosts

The new topo script for mininet

from mininet.topo import Topo

class MyTopo( Topo ):
    "Simple topology IXP."

    def __init__( self ):
        "Create custom topo."

        # Initialize topology
        Topo.__init__( self )

        # Add hosts and switches
        UmbrellatHost1 = self.addHost( 'h1' )
        UmbrellatHost2 = self.addHost( 'h2' )
    UmbrellatHost3 = self.addHost( 'h3' )
    LegacyHost1 = self.addHost( 'h4' )
    LegacyHost2 = self.addHost( 'h5' )
    LegacyHost3 = self.addHost( 'h6' )
        UmbrellaSwitch = self.addSwitch( 's1' )
        LegacySwitch = self.addSwitch( 's2' )

        # Add links
        self.addLink( UmbrellaSwitch, UmbrellatHost1 )
        self.addLink( UmbrellaSwitch, UmbrellatHost2 )
        self.addLink( UmbrellaSwitch, UmbrellatHost3 )
    self.addLink( UmbrellaSwitch, LegacySwitch )
    self.addLink( LegacySwitch, LegacyHost1 )
        self.addLink( LegacySwitch, LegacyHost2 )
        self.addLink( LegacySwitch, LegacyHost3 )

topos = { 'mytopo': ( lambda: MyTopo() ) }

To have one of the OVS to act as legacy Mac-Learning bridge :

sudo mn --custom ./topo_IXP.py --topo mytopo --mac --controller=remote,ip=127.0.0.1,port=663
3 --switch ovsk,protocols=OpenFlow13

Under mininet CLI :

sh ovs-vsctl del-controller s2
sh ovs-vsctl set-fail-mode s2 standalone
sh ovs-vsctl show

Faucet.yaml

version: 2

vlans:

    100:

        name: "dataplane vlan"

dps:

    dataplane:

        dp_id: 0x1

        interfaces:

            1:
                native_vlan: 100
                name: "port1"
                description: "host1"
                acl_in: 1
            2:
                native_vlan: 100
                name: "port2"
                description: "host2"
                acl_in: 1
            3:
                native_vlan: 100
                name: "port2"
                description: "host2"
                acl_in: 1
            4:
                native_vlan: 100
                name: "trunk"
                description: "Link to legacy"
                acl_in: 1
acls:
    1:
       - rule:
            dl_dst: "00:00:00:00:00:01"
            actions:
                output:
                    port: 1

       - rule:

            dl_dst: "00:00:00:00:0:02"
            actions:
                output:
                    port: 2
       - rule:
            dl_dst: "00:00:00:00:0:03"
            actions:
                output:
                    port: 3
       - rule:
            dl_dst: "00:00:00:00:0:04"
            actions:
                output:
                    port: 4
       - rule:
            dl_dst: "00:00:00:00:0:05"
            actions:
                output:
                    port: 4
       - rule:
            dl_dst: "00:00:00:00:0:06"
            actions:
                output:
                    port: 4
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.1"
            actions:
                output:
                    port: 1
       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::1/128"
            actions:
                output:
                    port: 1

       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.2"
            actions:
                output:
                    port: 2

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::2/128"
            actions:
                output:
                    port: 2
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.3"
            actions:
                output:
                    port: 3

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::3/128"
            actions:
                output:
                    port: 3

       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.4"
            actions:
                output:
                    port: 4

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::4/128"
            actions:
                output:
                    port: 4
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.5"
            actions:
                output:
                    port: 4

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::5/128"
            actions:
                output:
                    port: 4
       - rule:
            dl_type: 0x0806
            dl_dst: "ff:ff:ff:ff:ff:ff"
            arp_tpa: "10.0.0.6"
            actions:
                output:
                    port: 4

       - rule:
            dl_type: 0x86dd
            ip_proto: 58
            icmpv6_type: 135
            ipv6_nd_target: "2001::6/128"
            actions:
                output:
                    port: 4

       - rule:
            actions: 0

Dual Switch Legacy and Umbrella 2 x 3 hosts - Multiple Vlans

The new topo script for mininet

from mininet.topo import Topo

class MyTopo( Topo ):
    "Simple topology IXP."

    def __init__( self ):
        "Create custom topo."

        # Initialize topology
        Topo.__init__( self )

        # Add hosts and switches
        UmbrellatHost1 = self.addHost( 'h1' )
        UmbrellatHost2 = self.addHost( 'h2' )
    UmbrellatHost3 = self.addHost( 'h3' )
    LegacyHost1 = self.addHost( 'h4' )
    LegacyHost2 = self.addHost( 'h5' )
    LegacyHost3 = self.addHost( 'h6' )
        UmbrellaSwitch = self.addSwitch( 's1' )
        LegacySwitch = self.addSwitch( 's2' )

        # Add links
        self.addLink( UmbrellaSwitch, UmbrellatHost1 )
        self.addLink( UmbrellaSwitch, UmbrellatHost2 )
        self.addLink( UmbrellaSwitch, UmbrellatHost3 )
    self.addLink( UmbrellaSwitch, LegacySwitch )
    self.addLink( LegacySwitch, LegacyHost1 )
        self.addLink( LegacySwitch, LegacyHost2 )
        self.addLink( LegacySwitch, LegacyHost3 )

topos = { 'mytopo': ( lambda: MyTopo() ) }

To have one of the OVS to act as legacy Mac-Learning bridge :

sudo mn --custom ./topo_IXP.py --topo mytopo --mac --controller=remote,ip=127.0.0.1,port=663
3 --switch ovsk,protocols=OpenFlow13

Under mininet CLI :

sh ovs-vsctl del-controller s2
sh ovs-vsctl set-fail-mode s2 standalone
sh ovs-vsctl show

Faucet.yaml

InfluxDB and Grafana

sh ovs-vsctl set-controller s1 tcp:127.0.0.1:6633 tcp:127.0.0.1:6653

sudo ovs-vsctl list CONTROLLER

Gauge.yaml

version: 2
faucet_configs:
    - '/etc/ryu/faucet/faucet.yaml'
watchers:
    port_status_poller:
        type: 'port_state'
        dps: ['umbrella']
        db: 'influx'
    port_stats_poller:
        type: 'port_stats'
        dps: ['umbrella']
        interval: 1
        db: 'influx'
    flow_table_poller:
        type: 'flow_table'
        dps: ['umbrella']
        interval: 40
        #db: 'couchdb'
        db: 'ft_file'
dbs:
    ft_file:
        type: 'text'
        file: 'flow_table.JSON'
    influx:
        type: 'influx'
        influx_db: 'faucet'
        influx_host: 'localhost'
        influx_port: 8086
        influx_user: 'grafana'
        influx_pwd: 'faucet'
        influx_timeout: 10

Link to Grafana GUI with admin:admin

Link to various Faucet Grafana DashBoard

Link to Josh blog about Grafana

Full SW to Allied Telesis x930

!
service password-encryption
!
no banner motd
!
username manager privilege 15 password 8 xxxxxxxxxxx
username nsp privilege 15 password 8 xxxxxxxxxxxx
!
ssh server allow-users nsp
service ssh
!
platform hwfilter-size ipv4-limited-ipv6
!
service telnet
!
service http
!
no clock timezone
!
snmp-server
!
!
aaa authentication enable default local
aaa authentication login default local
!
!
!
stack virtual-chassis-id 3455
!
ip domain-lookup
!
!
!
no service dhcp-server
!
no ip multicast-routing
!
spanning-tree mode rstp
!
openflow controller tcp 172.16.0.53 6633
openflow controller tcp 172.16.0.53 6653
openflow native vlan 4080
lacp global-passive-mode enable
no spanning-tree rstp enable
!
switch 1 provision x930-28
!
vlan database
 vlan 2-99,4080 state enable
 vlan 100 state enable
!
interface port1.0.1-1.0.2
 openflow
 switchport
 switchport mode access
 switchport access vlan 4080
!
interface port1.0.3-1.0.26
 switchport
 switchport mode access
!
interface eth0
 ip address 172.16.0.46/24
!
ip route 0.0.0.0/0 172.16.0.1
!
line con 0
line vty 0 4
!
end

Useful command and others

ovsdb-server –remote=punix:/usr/local/var/run/openvswitch/db.sock –
remote=Open_vSwitch,Open_vSwitch,manager_options –pidfile –detach –log-file
ovs-vsctl –no-wait init ovs-vswitchd –pidfile –detach –log-file

SUPPORTED_HARDWARE = { ‘Allied-Telesis’: Valve, ‘Aruba’: ArubaValve, ‘GenericTFM’: TfmValve,
‘Lagopus’: Valve, ‘Netronome’: Valve, ‘NoviFlow’: Valve, ‘Open vSwitch’: Valve, ‘ZodiacFX’: Valve,

Faucet Architecture

Faucet pipeline



IX も次なるアーキテクチャへ (PIX-IE ++)
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• IX への Leaf-Spine モデルの導入
• Underlay と Overlay の分離
• L2 over L3 技術への移行
• サイト増加に耐えうる規模性
• IP ベースのファブリック
• パス提供の柔軟性



3拠点で実験を開始
(予定)
¡ 実験拠点

¡ KDDI 大手町拠点

¡ NTT-C 大手町拠点

¡ BBTower大手町拠点

¡ L2 over L3 技術

¡ VXLAN ？

¡ この場合経路サーバ
どうしよう

¡ Inter-Connect

¡ 多波長 Optics の活用による
ファイバ本数削減
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サイト間伝送路も安価な OOLS によって構成

¡ Roadm

¡ MUX / DEMUX

¡ 多波長光トランシーバ

¡ サイト間 400Gbps の実現に向けて
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ありがとうございました
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