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JRECN (Resilient Edge Cloud Designed Network
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System (BIOIDS) for Protecting Internet

Task3: Bio-Inspired Intrusion Detection
of Things Devices

Virtual Network

Task2: Virtualized Adaptable
Computing and Networking
Edge-Cloud

Task1: Resilient Resource Access
for Massive End Devices
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m A file will be delivered from sender S to 4 recipients

R1,R2,R3,R4 using multiple simultaneous multicast trees =
MPMC (Multipath Multicast)

m S divides the file to é blocks and generates 2 additional
coded blocks; then fransmits them over multiple phases

B Phasel : Block allocation by coded-MPMC

Generate coded
blocks “g”’ “h”

4

Blocks

ab
cd
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FSILMPMC(2)
B Phase? : Block allocation by coded-MPMC

ab

ab

cd
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gh
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g M, = 2

m File Transmission Schedule
15%phase .anphase.

o f : h

2l e,d ih: W; : Lower-bound receive completion
S Bl time of R; = File size / Ri's max-flow value

v : g : N time
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OpenFlow

(MConnect to OFSs & Controller (OFC)
Grasp tfopology

@Scheduling —~

@®Instruct start of
MPMC tfransfer

®Encode blocks &| . < A\
Start file fransfer  b7-1 Gwrite flow en

res

, ,//’,, .
_______ Ror & No’nfy hosts
—— :
OpenFlow Switch ; E E
Sender T of ™S v Recipient
R m —
@Send membership report
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- : OpenFlow channel -
Recipient ~ mm== Recipient

@Retransmit lost packets by uncast in a NACK-based protocol
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B Move a large—memory virtual machine (VM) to
another host on host maintenance

— Transfer all the memory of the VM

— Retransfer the memory updated during migration

B Require sufficient memory at the destination host

— Not cost—effective to always preserve such a host for a
large—memory VM

source host destination host

,
migration

memory
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5 2l XEMigration

B Divide the memory of a VM and transfer them to a
main host or sub—hosts

— Predict future memory access of the VM
— Likely accessed memory to the main host

— The other memory to sub—hosts

B Run a split—-memory VM after the migration

— Perform remote paging between the hosts

source host

main host

VM

migration

memaor
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B Detect intrusions into a split—-memory VM outside
the VM

— Use a technique called VM introspection

— Analyze OS data stored in the memory of a VM
B The runtime collects distributed memory data and
provides the OS interface

— Enable running existing intrusion detection systems

(IDS)
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3 JP{AI:Kyutech, (SINET), JGN, RISE, StarBED

3 US{EI:CCNY, (Internet2), [COSMOS]
>¢COSMOS (Cloud Enhanced Open Software Defined Mobile Wireless
Testbed for City-Scale Deployment) [£¥ /vy & 2 #/\— L Lt X
’;Eﬁ%ﬂ Dtestbed 7AT Y FTHY . ThEDERIITFFAT
XFE

5 Seattle: Pellcific Wzve’
onnecting point nternet2,
STARBED of JGN to US NYSERNe
RISE 7

. OpenFlow testbed :

| I

| |

Ot JGN-VPN -

Kyutech NY/Manhattan: CCNY &
(Fukuoka, Japan) COSMOS [http://cosmos-lab.org/
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DaaS (Desktop as a Service)
|dentity-as-a- serv1ce, ..., Etc.
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Tevi e | | VLAN over GRE tunnel
; ethl| 13 ethl | .16 Ll e
1 0/11 0/18 o
10.20.67.0/24 : U/E 32 e 51134 0{&9 seattle- oviz . .
; T — |————————1 pf5240-1 —
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21| ethi ethl |-22 N ok (note) i i
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Serverl Server2 H — : : Server
21| ethz ethz | .22 ! Vo
1 1
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N G it B N ' f5240-3 - pf5240-1 : :
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: 10.20.65.0/24 o5l 14 0/19 | 15 . | Pacific Wave
: Tavz Savz ! :L & Internet2
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i ethl ; othi Tokyo (kote) Seattle :
. 0/11 fukuoka- fukuoka- |O/12 .
| Fava 12 pf5240-3 pf5240-2 .11 Favi :
i /27 0/28 :
' Fukuoka IGN H
SINET |:| : OpenFlow Switch
I I:I : Server & VM
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0/10 I 20 mm : Data—Plane2
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HEM™ho>f-f-8. GRE-tunnel CVLANZESC &2,

JP side i | US side
(Kyutech via JGN) | | ~ (CCNY via Internet2)

Ethernet(VLAN) / GRE / IP

Data-plane 1 OpenFlow  L2Switch L2Switch Data-plane 1
10.20.67.0/24 network : 10.20.67.0/24
directly to StarBED 13 GRE tunnel reserved for CCNY:

.200-.254
Tsvl (VM) » -~ Internet ;
tag=1091, N < -\ tag=1091,
Ctrl & Mgmt-plane 13 1092, . 1092, Ctrl & Mgmt-plane
 global IP (JGN) reserved for CCNY:
| 134.74.16.197 200-254
global IP
Tsv2 (VM) (TransPAC/Internet2)
Data-plane 2 | Data-plane 2
14

10.20.65.0/24 10.20.65.0/24

+ Juniper MX "gateway PC"
to StarBED via Fukuoka OpenFlow (maybe) / reserved for CCNY:
network f g .200-.254

"gretap"” type will be used
in the case of Linux server..
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1 Cloud Enhanced Open Software
Defined Mobile Wireless Testbed
for City-Scale Deployment

e https://www.cosmos-lab.org/

»  Will be deployed in upper
Manhattan and will consist of
40-50 advanced software-
defined radio nodes along
with fiber-optic front-haul
and back-haul networks and
edge and core cloud
computing infrastructure & ¥ G iy

* Involving Rutgers, Columbla, s | (8 <
and NYU along with several | “gr ‘st iy
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partner organizations S —
Including New York City,
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