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Why Do We Need Anonymous Communication?

= Secure communication protocols offer robust protection to data

IP address
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_ outer
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DST:IP 2

]

IP address

IP 2

Server

s Network-level metadata is exposed by default on the Internet

* |P addresses reveals who communicates with whom
* If you are accessing a website of ...

- A hospital specialized for a specific and rare disease ...

« or any other websites that indicates your private activities and behaviors



What Information Should Be Hidden?

m Message Confidentiality

* Hides what information is exchanged (data in communication)
« The sender and receiver encrypt the message

= Relationship Anonymity

« Hides who communicates with whom (metadata in communication)

Alice and Bob do communicate Alice and Bob do not communicate

s L a——a

<> ) {«>) ~ $<> ) {«>)
~,

% % Adversary % é

The sender and receiver cannot simply encrypt their addresses, as doing
so makes routing fail
m How can we hide the relationship?
« Anonymous Communication

 Routers along the path gradually decouple
the sender and the receiver

Anonymous
Communicatic

g Bo



Onion Routing (Tor: The Onion Router)

s How does Tor achieve anonymity?
* Relaying communication through three servers (onion router) distributed globally

 Each server decrypts the packet and forwards it to the next server.
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Onion Routing (Tor: The Onion Router)

m Tor’s anonymity strength:

 Even if two out of the three servers are compromised, eavesdroppers cannot determine
that the sender and receiver are communicating.

Adversar IP OR 2

(Eavesdropper) SRC: IPOR1 | N [N Data
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Onion router

5_J



Onion Routing (Tor: The Onion Router)

m Tor’s drawback: Low performance
 Packets need to traverse a very long overlay path

« The entire packets need to be encrypted/decrypted at every onion router
IP OR 2

Nn|N
5] nData
® IP address
IP address IP 2
IP 1

RC: IP OR3
ST:IP 2

S
D
#=

Encryption keys

N [ N[N Data
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Questions for Onion Routing

= Do we need to always assume such a strong adversary who can perform
global surveillance?

m It is sometimes sufficient to assume a weaker adversary, such as:
* Public Wi-Fi provider, local ISP, 5G company, and government in a different country
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POR2 KB KB
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IP 1 BN mww
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Onion router 7
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PHI: Path-hidden Lightweight Anonymity Protocol [2]
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PHI on Programmable Switches (P>HI)
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Computer Networks, vol. 253, 110721, 2024.
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800 Gbps Intercontinental Anonymous Communication
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