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Innovative R&D by NTT

Lagopus SDN/OpenFlow switch project
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Lagopus project overview

Software dataplane Hardware dataplane
SDN controller L o DN framework JL - J

SDN Switch agent Lagopus OF sw agent (OF1.3, OF-CONFIG, OVSDB)

Lagopus switch configuration datastore

Open switch abstraction layer

Dataplane
DPDK soft dataplane
switch ASIC
DPDK library extension
Hardware
design 40GDE Smart NIC

for soft
dataplane

FPGA NIC
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LagopusDifE

E OpenFlow 1. 3([CRBEILUIZEY I MII VALY F

e 5T O NIILT L — AYIBDNT G
 Ethernet, Mac in MAC, MPLS, PBB, IPv4, IPvé...
® {E#Flow tablet>ZJ)L— 75— )LADX

® QoSHEEE (queue, policer, meter table)

B DPDKZEFEAU IS8T —FIL—>
® 10GbpsZiEBx D/ \ v NMUE - #nxl4Ee (20MPPSLL L)
e 100K J0O0—I> bUANDRMIL (4K flow mod/sec)

m S EPEHEAPI

® CLITPISONIC R DAY FHERKEHIE
- Flows&E. METIER - RIIEHR
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Lagopus vSwitch®D&sE

: SDN-aware
SDN switch Agent anagement API
« Full OpenFlow 1.3.4 support g
+ Controller-less basic L2 and — * OVSDB, REST
L3 support 5% g g .18 z g 0  Ansible support
&3 |as|2|2|57| 2| - F
152 |2 |9 |™
b =+ = Y [0}
= JSON IF
Switch configuration I7 il S DPDK-enabled
datastore | — sooft dellgegzlane
) PUI?/SUb me.Chanlsm Lagopus soft dataplane ver Ps
« Switch config DSL performance
 JSON IF support SerHew pieene z/ * Low latency packet
T o I . processing
' J ' : _ + high performance
rowiooie | LI S2E foble multi-layer flow lookup
flow lookup flow cache chﬁgZ{
Soft-dataplane L DPDK ibs/PMD diiver DPDK-enabled
aware FPGA NIC b vNIC for NFV
peave [RRBRINERTN (virtg-pmd)
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INTY MLEB DTN

Network |/O Packet classification &
RX packet distribution to buffers
Frame Packet parsing
processing

Flow lookup & lookup, Header rewrite
. Action Encap/decap

. Policer, Shaper

Copyright©2015 NTT corp. All Rights Reserved.



T#em E(CRIFTDIXRPESER (1/2)

Network |/O
RX

« Delayed packet frame
evaluation
Frame

« Smart flow classification
« Thread assignment opfimization

processing
_— = « Parallel flow lookup
* Lookup tree compaction
Flow lookup & . High-performance lookup
— Action algorithm for OpenFlow

(multi-layer, mask, priority-aware

« Delayed action
: . flow lookup)
(processing) evaluation QoS * Queve |, :
« Packet batching to Flow $ mechanism

improve CPU $ efficiency

» Delayed flow stats
evaluation /Z

@ NTT « Batch size tuning 10 |a;%,5
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©) NTT &

11 lagopus
Copyright©2015 NTT corp. All Rights Reserved.



10Gbps/\Tv MLUIBDSER (CO T TDEY

Packet processing
optimization
with 4 CPU cores ©

N

Flow S and Lookup
optimization
with 12 CPU cores

14 B
12 Lookup
optimization
10 OF lookup
4 8 improved
o
> 6 | Project start
4 point
2
0

2013 Q2 2013 Q3 2013 Q4 2014 Q1 2014 Q2
©) NTT m DPDK-powered I/O  mLookup performance &
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Ryu OpenFlow 1.3 Conformance test Status (2015.02.12)

Type Set field Match Group Total
# of test scenario 161 714 15 991
datory,
('gg;;o:q‘l’)'y (0, 161) (108, 606) (3, 12) (114, 877)
Lagopus 56 161 714 15 34 980
2014.11.09 (3, 56) (0, 161) | (108, 606) (3, 12) (0, 34) (114, 866)
OVS (kernel) 34 926 534 6 0 670
2014.08.08 (3, 31) (0, 96) (108, 426) (3, 3) (0, 0) (114, 556)
OVS (netdev) 34 102 467 8 0 611
2014.11.05 (3, 31) (0, 102) (93, 374) (3, 5) (0, 0) (99, 556)
IVS 17 44 323 3 0 402
2015.02.11 (3, 14) (0, 46) (108, 229) (0, 2) (0, 0) (111, 291)
ofswitch 50 100 708 15 30 962
2015.01.08 (3, 47) (0, 100) | (108, 600) (3, 12) (0, 30) (114, 848)
LINC 24 68 428 3 4 523
2015.01.29 (3, 21) (0, 68) (108, 320) (3, 0) (0, 4) (114, 409)
Trema 50 159 708 15 34 966
2014.11.28 (3, 47) (0, 159) (108, 600) (3, 12) (0, 34) (114, 854)
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. NECOMA=S,

SDN [IX
@ Interop Tokyo 2015 ShowNet

Thanks to NECOMA project
(NAIST & University of Tokyo)



SDN IXDE 5

B X (Internet eXchange) “ O ISPAY P ISPB ISPUGY <, ISP-D
o (> H—Zw NF—EZ - T A4 (ISP) B | i//
L2 TODIEHIRT > b “TSw sw]
 ISPRID) ST U 1 - TS N — B 5 3
l SW SW I
BPODENCEPESDTWNBSE SR T

® I EDBEN L ER—) L. APIigH
® DDoS S v UZHIE - IEsTZLY

s U OUOBBZEBRBUIWRSIZES

« ADOTDDoS hZEwJ%Zdrop

« SNEBADDPIZEE A FlowSpec & DiEE

- d ISP F - » ISP-E @»

14 logopus

®) NTT
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- v« Developed by NECOMA project
SDN Ixa (I? NE C O MA 7 (NAIST and University of Tokyo)

B Next generation IX with SDN technology

® \Web portal-based path provisioning between ISPs

* Inter-AS L2 connectivity
— VLAN-based path provisioning
— Private peer provisioning
® Protect network from DDoS attack
« On-demand 5-tuple-baesd packet filtering

® SDN IX controller and distributed SDN/OpenFlow IX core switch

\ ISPA ISP B I?
|SW T‘

I SW SwW I @
- «.» ISP-E

ISP F |7 Iagopus

&

ISP-D
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Lagopus @ ShowNet 2015

B 25 MDLagopusziniE @ KXFH] & w5k
® 7+ )\ CE X BIntel Xeonty—/\

« 2 x Xeon E5 (Sandy-bridge) 8core CPU
« 6 X 10GbE NIC

Exterier AS
N
== Physical Link
DDos Attack I SDN-IX - Paths between ASs
Block i

i
{
i
I
i
|
OpenFlow
J Switch
i Otemachi, Tokyo
: Makuhari, Chiba

OpenFlow
Switch

Networks inside the event venue ’

15 lagopus
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Lagopus @ ShowNet rack
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B J192Gbps throughput
o)\ v kROVIIEIRLERL
® S =/2F10GbpsdD FS EVIICEBMRT
® Interop Tokyo=HAFRU T — MU & S T)ILIRL
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Innova tive R&D by NTT

Segment Routing with MPLS
by Lagopus + Routing Stack

Source/location-aware traffic control with scalable
software-defined networking with MPLS and NFV
appliance



SPRING using MPLS

B £PFIEH EDEHIFEDVVNWEC S EDDNWZ —F5F I F v
® MPLS=Rv N J—2UDREHIE + SNILRS W INR—XDERE
@ SNJLRAYOICEDWZ/\TwY NEmX
® Segment Routing, Source routing
® NFV & DEHENH O] FE
B {CDOMRDD??
e R —)L—Fa>7T
o BR35)L— A2/ CREIH & DiEds
e —EXFTAZ>D
« BEDY—XXPO5—> 3> RUO70O—(Cx U TODES
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SPRINGOEME
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® > T I NDI I F

®) NTT

Global SR 107

Push: 9001
Push: 100

Local Segment: Y007

———»
PF-5R OSPF-SR

Glabal SRMN.00 Global SR 101
OSPF-SR OSPF-SR
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SPRING implementation with Ryu & Lagopus

Policy managment

REST REST

— T~
IPC Quagga Quagga _IPC
Ryu OSPF-SR OSPF-SR Ryu
OpenFlow I I OpenFlow
Lagopus Lagopus
DPDK DPDK
| |
OSPF-SR
X86 CPU/NIC U-plane X86 CPU/NIC
Soft Switch i |
@ NTT Soft Switch . la;%s
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SPRING® PoC

BO—>3>iEmED)\TY X+ H—EXFTAM=>0
B {EZNDIRIENW

® Enterpise intra network

 Web service and clients

« Unftrusted site blocking by NFV service
® | ab network

« Policy management
 Explicit routing for TE

lago I
()
Taficlion | |8 OsalonPat | (%) FowSiotsics
hhhhhhhhhh
a a a a ’
814,863 fps 814,696 fps 9,870 Gbps 9.868 Gbps j
Frame Count  Tx  302,944,825.810 Latency  Min 500,240 ns
Rx  302,896,937,701 Ay 1,204,073 s a U Us
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