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vrf definition vrf-apan

rd 7606:7606

!

address-family ipv4
exit-address-family

!

address-family ipv6
exit-address-family

!

vrf definition vrf-apricot
rd 2907:2907
!

address-family ipv4
exit-address-family
!

address-family ipv6
exit-address-family

!

interface Port-channell.1501
description apricot-external
vrf forwarding vrf-apricot
!

interface Port-channell.1502
description apan-external
vrf forwarding vrf-apan

!

interface Port-channel2.144
description apricot-wireless

vrf forwarding vrf-apricot
!

interface Port-channel2.1364

description apan-wireless-wired

vrf forwarding vrf-apan

I
interface vasileftl

vrf forwarding vrf-apricot

ip address 192.168.0.1 255.255.255.0

ipv6 address apricot-v6-prefix::/64

ipv6 address apricot-v6-prefix::1/64

no keepalive

I

interface vasirightl

vrf forwarding vrf-apan

ip address 192.168.1.1 255.255.255.0

ipv6 address apricot-v6-prefix:0:1::1/64

no keepalive

I

ip route vrf vrf-apan apricot-v4-prefix vasirightl
ipv6é route vrf vrf-apan apricot-v6-prefix vasirightl
I

ip route vrf vrf-apricot apan-v4-prefix vasileftl
ipvé route vrf vrf-apricot apan-v6-prefix vasileftl
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ip route vrf vrf-apan apan-v4-prefix Nulle 254

ip route vrf vrf-apricot apricot-v4-prefix Nulle 254

I

ipv6é route vrf vrf-apan apan-v6-prefix Nulle 254

ipv6é route vrf vrf-apricot apricot-v6-prefix Nulle 254

I

ip route vrf vrf-apan 10.0.0.0 255.0.0.0 Nulle 254

ip route vrf vrf-apan 100.64.0.0 255.192.0.0 Nulle 254

ip route vrf vrf-apan 169.254.0.0 255.255.0.0 Nulle 254

ip route vrf vrf-apan 172.16.0.0 255.240.0.0 Nulle 254

ip route vrf vrf-apan 192.0.0.0 255.255.255.0 Nulle 254

ip route vrf vrf-apan 192.0.2.0 255.255.255.0 Nulle 254

ip route vrf vrf-apan 192.168.0.0 255.255.0.0 Nulle 254

ip route vrf vrf-apan 203.0.113.0 255.255.255.0 Nulle 254
I

ip route vrf vrf-apricot 10.0.0.0 255.0.0.0 Nulle 254

ip route vrf vrf-apricot 100.64.0.0 255.192.0.0 Nulle 254
ip route vrf vrf-apricot 169.254.0.0 255.255.0.0 Nulle 254
ip route vrf vrf-apricot 172.16.0.0 255.240.0.0 Nulle 254
ip route vrf vrf-apricot 192.0.0.0 255.255.255.0 Nulle 254
ip route vrf vrf-apricot 192.0.2.0 255.255.255.0 Nulle 254
ip route vrf vrf-apricot 192.168.0.0 255.255.0.0 Nulle 254
ip route vrf vrf-apricot 203.0.113.0 255.255.255.0 Nulle 254
I

ipv6é route vrf vrf-apan 2001:DB8::/32 Nulle 254
I

ipv6é route vrf vrf-apricot 2001:DB8::/32 Nulle 254
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interface Port-channell.1501
description apricot-external

ip access-group firewall-in-v4 in

ip access-group firewall-out-v4 out
ipv6 traffic-filter firewall-in-v6 in
ipv6e traffic-filter firewall-out-v6 out

interface Port-channell.1502
description apan-external

ip access-group firewall-in-v4 in

ip access-group firewall-out-v4 out
ipv6e traffic-filter firewall-in-v6 in
ipv6 traffic-filter firewall-out-v6 out

ip access-1list extended firewall-in-v4

remark
deny
remark
permit
permit
deny
remark
deny
remark
deny
remark
deny
deny
deny
deny
deny

DNS

udp any any eq

NTP

udp any
udp any
udp any
SNMP

udp any
SSDP

udp any
NetBIOS
tcp any
tcp any
tcp any
tcp any
tcp any

domain

deny
deny
deny
deny
deny
remark
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
deny
remark

eq ntp apricot-server-v4-prefix eq ntp deny

eq ntp apan-server-v4-prefix eq ntp

eq ntp any eq ntp

any

any

any
any
any
any
any

€q

eq

€q
€q
€q
€q
€q

snmp

1900

msrpc
137
138
139
445

deny

permit
!

udp any any eq 135

udp any any eq netbios-ns

udp any any eq netbios-dgm
udp any any eq netbios-ss

udp any any eq 445

Bogon

ip 0.0.0.0 0.255.255.255 any
ip 10.0.0.0 0.255.255.255 any

ip 100.0.0.0 0.65.255.255 any
ip 127.0.0.0 0.255.255.255 any
ip 169.254.0.0 0.0.255.255 any

ip 172.16.0.0 0.15.255.255 any

ip 192.168.0.0 0.0.255.255 any

ip 198.51.100.0 0.0.0.255 any

ip 203.0.113.0 0.0.0.255 any

ip 240.0.0.0 15.255.255.255 any

ip host 255.255.255.255 any

MyPrefix

ip apricot-v4-prefix apricot-v4-prefix
ip apan-v4-prefix apan-v4-prefix

ip any any

ip access-1list extended firewall-out-v4

remark
permit
permit
permit
permit
remark
deny

FromFICC

ip apricot-v4-prefix any

ip apan-v4-prefix any

ip apricot-external-v4-prefix any
ip apan-external-v4-prefix any
AllDeny

ip any any
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ipv6 access-list firewall-in-vé6
remark DNS
deny udp any any eq domain
remark NTP

permit udp any eq ntp apricot-server-vé6-prefix eq ntp
permit udp any eq ntp apan-server-v6-prefix eq ntp

remark SNMP
deny udp any any eq snmp
remark SSDP
deny udp any any
remark NetBIOS

deny
deny
deny
deny
deny
deny
deny
deny
deny
deny

tcp
tcp
tcp
tcp
tcp
udp
udp
udp
udp
udp

any
any
any
any
any
any
any
any
any
any

remark Bogon

deny ipv6 host ::

any
any
any
any
any
any
any
any
any
any

eq

eq
eq
eq
eq
eq
eq
€q
€q
€q
€q

1900

msrpc

137

138

139

445

135
netbios-ns
netbios-dgm
netbios-ss
445

any
deny ipv6 100::/64 any

deny ipv6 2001:DB8::/32 any
remark MyPrefix
deny ipv6 apricot-v6-prefix apricot-v6-prefix
deny ipv6 apan-v6-prefix apan-vé6-prefix

permit ipv6 any any

remark
permit
permit
permit
permit
remark

ipv6 access-1list firewall-out-v6

FromFICC

ipv6 apricot-v6-prefix any

ipv6 apan-v6-prefix any

ipv6 apricot-external-v6-prefix any
ipv6 apan-external-v6-prefix any
AllDeny

deny ipv6 any any
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spanning-tree mode rapid-pvst

spanning-tree portfast bpdufilter default

spanning-tree extend system-id
I
interface GigabitEtherneto/1
description ap-407-01
switchport trunk native vlan 99
switchport trunk allowed vlan 10,51-
55,99,144,152,1364
switchport mode trunk
ip access-group dhcp-guard in
ipv6 traffic-filter ra-dhcpv6-guard in
spanning-tree portfast
spanning-tree bpdufilter enable
I
interface GigabitEtherneto/2
description apan-wired
switchport access vlan 1364
switchport mode access
ip access-group dhcp-guard in
ipv6é traffic-filter ra-dhcpv6-guard in
storm-control broadcast level 10.00
storm-control multicast level 10.00
storm-control unicast level 10.00
storm-control action shutdown
storm-control action trap
spanning-tree portfast
spanning-tree bpdufilter enable
I
interface GigabitEtherneto/7
description backbone

switchport trunk allowed vlan 10,51-
55,99,144,152,157-159,1364,1366
switchport mode trunk

spanning-tree cost 1000

I

ip access-1list extended dhcp-guard

deny udp any eq bootps any eq bootpc
permit ip any any

I

ipv6 access-1list ra-dhcpv6-guard

deny icmp any any router-advertisement
deny udp any eq 547 any eq 546
permit ipv6 any any
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