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IMPROVEMENT*ON*“SCALABILITY”�

ƖŶŮŒP¥7!
ƞľšōŚ%ěŁśŐĵ!Ɵ�

•  ��Œ�-7!
–  Ê¦őźƒƝƁƛůĿšņ�«őŝŠ��!
–  No!more!“pandemic”!by!single!malware.!
–  ìQŐĮa8ack!warning!Œ�ĸŞį�mŒ��ŤºWŀįńŒ»ªŤ
ÏćłŠsùĹĴŠ!

•  PÒP¥ŐžƄŨŶőŝŠyKŒ��!
–  Mobile!device!&!high"capacity!mobile!storage!
–  ŚœŜø÷Ù¿ŤrfłŠľŎœFĥ!
–  yK³ŤÆúŀįńŒoħÛGŤÏWłŠsùĹĴŠ!

•  Ë
ő�ãĿšŠyKŴŶŽƎ!
–  eæŒ!Supply!Chain!System!Ťn�!
–  ¢ÒŜHLŤĎķŠyKŴŶŽƎ!
–  ŴŶŽƎ¤�Ŝû/œPÒP¥!



v´őNţŠyK(¿ÀL�

•  Ù¿\ċŒM4įP¥7�
–  ƞƊƕŨƋƝſƟŮƕũƀŒ`Ğ!
– ƏƄŨƗžƄŨŶŒ�î7!

•  ƖŶŮŒP¥7!

•  Ù¿Œû§�kw!scalability!œ�%ĸ?!
–  Ůƕũƀ!

•  Ù¿\ċŒĤà!/!ƖŶŮŒĤ�!

– ƏƄŨƗžƄŨŶ!
•  Ù¿\ċŒ´M!/!ƖŶŮŒ*�!/!Ù¿[gŒÑó7!

yKŷŭƒƖŽŧ\ØœÐUōĴŠ�

Business!IT!plaGorm!
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Business!IT!plaGorm!
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Scalable,!Sustainable!and!Resilient!Management�
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Ù¿yK;ĤŒí67�

•  ĲÙ¿èĹÇĜłŠĳœ¶¿!
– .ÂèĹÇĜŤłŠįí6ÈőÇĜłŠ!
–  IEEE802.1x,!¡Ä¨ê,!AcRve!Directory,!Network!Login,!…!
– .ÂőtŁņÇĜŎŦŮŷŶ/q!

•  űƛƈƒƝŹœŷƛŲƝ!
– Ù¿�¢œįP�ŒŷƛŲƝĸŞŒ�?ŤŘŐĹŞŴŶ
ŽƎ%�ŒVWwŤ/qłŠŹŶŮ!

– ƇŻůžƝŹŎŀŌ�ķŠŴŶŽƎĹsù!
– žƝŹƌŨƁƛůōœŐļįÏXŐ��Ĺsù�

%ěŜŞŐĵ�

•  ý±őJŋĵņį !Ĩ�āW!
– ĂZƖŶŮ!acceptable!risk!ŎĵĶçķ�Ť<ş$šŠ!
– %ě\tŀŐĵ!

•  ŸƙƖŶŮŒlĒýuŤ#�łŠ!
•  Ĳí*œňśťŎŜŉŌĵŠĳŎĵĶÿĵăŒņřőįâEč²Ť
°ČłŠŒœxŇ!

•  sùŐľŎŤįĚ+őôĶ!
– ]ĝYį]ĝŲƝƇŶŤ®ÂłŠźƐƛŶœľľőĴŠ!
– *ĸŞŐĵĸŞ%ěŜŉŌŀŗĶ!→!ÅiłŠ!



Security!Management!AutomaRon�

•  ŷŭƒƖŽŧÙ¿�¢Œí67!
– ŐťōŚ��Ť�ĽŠŒœ5½ĹxłĻŠ!
– �ğœį�ğŀĸōĺŐĵľŎŤłŖĺ!
– Ù¿�¢Œí67!

•  ŜşĘĻŚïļŐĵ!
– ,�łŠŎľŢœ�ğōŐĵŎōĺŐĵŚŒĹPĵ!
– ĘgŒí67œ!false!posiRve!ŤMŜŀ�ĵ¹őŐŞŐĵ!

•  cőĊKĹ)ŌĵŠŎ|gĹxļŐŠ�

ľšĸŞŒ�õĞÆ�

•  yKŷŭƒƖŽŧÙ¿�¢Œí67!

•  ŏľŗō5½7ōĺŠĸ!
–  �ğœį�ğŀĸōĺŐĵľŎŤŜŠŖĺ!

•  ŏľŗōyK&�ŤŶƌƝſőōĺŠĸ!
–  Spam!detecRon,!malware!analysis,!web!contents!inspecRon,!
IDS/IPS,!….!

–  ðıŐžƝŹŤ��ļ;ĤŀŌįĠqő�Ķ!
–  ��ŒP¥7őŏŒŝĶő\tłŠĸ!
–  ��ō%ěōĺŠţĽĹŐĵ!

•  Xģő5�ŒĴŠJÉ�õŤĞÆōĺŠĸ!
–  5�ĹŐĽšŔ{AĹŐĵ!



WISH*JGN*WORKING*FOR*OUR*SOCIETY…�

ŽŶſƋŻƀŒp3�

•  OěÀLőoħŤ�ķŃį¥ıŐ�õXĄXĬĹ
>êŐÕğ!
–  ĲÚhĳ!
– ĭĵĀ±wŤ�ŊJÉÀLōįý±ő�ĶžƝŹ;ĤĹ
9*őōĺŠ!

– '¾>êŐXĬį\·XĬŤôĶľŎĹōĺŠ!
– XģŒ\ċÀLő8�łŠû§wŤ�Ŋ!
–  ….!



JGN"XōŒp3Wæ�

•  ŽŶſƋŻƀōŒXĬ��!
•  ŽŶſƋŻƀőŝŠ�õĆĬŎ÷B7�ė!
•  ŽŶſƋŻƀőŝŠ	1¡ĄŎ��é�!
•  ŽŶſƋŻƀőŝŠÍŒòÓŎ&�!





NaRonal!Cyber!Range!(US)�

•  DARPA!project!(2008!–!present)!
–  the!architecture!and!sodware!tools!for!a!secure,!self"
contained!tesRng!capability!to!rapidly!emulate!large"scale!
complex!networks!that!match!the!depth!and!diversity!of!
real"world!networks.!!!

–  The!capability!will!enable!realisRc!tesRng!and!evaluaRon!of!
new!cyberspace!concepts,!policies!and!technologies!by!the!
Department!of!Defense!(DoD)!and!other!federal!enRRes.!

–  demonstrated!at!scale!with!an!operaRonal!prototype,!!
–  “DoD’s!Strategy!for!operaRng!cyber!space”!(July!2011)!

•  ParRcipants!
–  Johns!Hopkins!University,!Lockheed!MarRn,!…!

NCR!(US)�

•  ŽŶſ\ċ!
–  host!security!systems!
–  local!and!wide!area!network!(LAN!and!WAN)!security!tools!
–  New!network!protocol!
–  Satellite!and!RF!communicaRons!
–  Mobile!communicaRon!systems!

•  ŽŶſ�«!
–  ëjwą�!
–  ƂŻſƚƝŮŎŴŶŽƎŒ��ōĆĬ!
–  ��'¾XĬ!
–  ŴƍƒƘƝŴƔƛ!
–  ŴŶŽƎþ�!/!a!large"scale!Global!InformaRon!Grid!(GIG)!



NCR!(US)�
•  ©řŞšŠ��ġgŒ¨ê!

–  �\�Œ��ĆĬ!
–  �ŀĵ��ĆĬŒĐĕŐĞÆ!
–  ĐĕŐŽŶſƋŻƀŒ¤�N�!
–  ŽŶſÙ¿!
–  ĭÞgŒ�0Ù¿!
–  žƝŹ;ĤżƝƗƞƅŰŻſŭƐƊźƐįŨƋƛſ;ĤįƌƗũŪŦ	
ċžƝŹ;Ĥįí6��¡ÍƟ!

–  ſƕƆŻŮÁ�ŴŶŽƎƞ�{ŒƖŦƖŽŧĴŠſƕƆŻŮÁ�Ɵ!
–  Ã�ƓƝųŴŶŽƎ!(human!replicant)!
–  XģŒĔ�Œ§�ŤôĶŴŶŽƎ!
–  %ā�Ť�ŉņbQĆĬ¨ê!
–  6ÈŐč²Ù¿Ŏį�ŒŽŶſŕŒ3mŌ!

•  û§œ1�ŽŶſƃƝƀĹ��ƕŨƛ!

� �

•  JGN"X!ōœį�őƂŻſƚƝŮ¨êő¬ÊŀŌŽŶſƋŻƀ¤
ÜŤŀŌĺņĹįŷŭƒƖŽŧŒ<áœĦcő_Őĵ!

•  ��¸ŒĮNaRonal!Cyber!Range!Ť!JGN"X!�ōňśťŎ�ŉŌį
�õÎÔĞÆŒņřő��łŠŒœŏĶŇŢĶ!
–  ŷŭƒƖŽŧ�õĞÆőÌ2őƉūƝŬŶŤmŌņÀL¤ÜŤ!JGN"X!
ōôĶ!
•  z7�õőŝş�őoħŤ�ķŐĵÀL¤ÜœÝ:őōĺŠœŃŇ!

–  JGN"X:¼ōœōĺŐĵĹįsùŎŐŠā�œNICTĹ%ě�ŉŌĵŠ!
•  StarBED,!"ŽŶſƋŻƀįƚŨƑƘŶŽŶſƋŻƀ,!…!

–  �õŒĤÓŎ¯ĔŤįJGNĹ�^ÈőôĶ!
•  yKŷŭƒƖŽŧ�õĞÆŤôĶPļŒ�ęŤ�^łŠ!
•  ŽŶſ�õŤÏÖłŠ→ľšŅNICTŒp3!



ŗŎř�

•  ŷŭƒƖŽŧ�õĞÆōœįí67ŤŏŒŝĶőX
¾łŠĸĹDåŒĉĪ!

•  JGN"X!Œû§Ŏ!ėwŤç~ŀįQû§yKŷŭƒ
ƖŽŧĆĬÀLŒ¤ÜŤłŠŒĹïĵŒōœŐĵĸ!
– ��¸!NaRonal!Cyber!Range!




