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MotivationMotivation
Grid technology enables Grid technology enables seamlessseamless resource resource 
sharing among organizationssharing among organizations
However, it is difficult for administrators to However, it is difficult for administrators to 
manage resources securely in complicated gridmanage resources securely in complicated grid

What is What is 
happening?happening?

Security monitoring tools for grid is demandedSecurity monitoring tools for grid is demanded



Grid Security Monitoring SystemGrid Security Monitoring System
Visualizes job information reported by grid resources Visualizes job information reported by grid resources 
distributed among organizationsdistributed among organizations
Warns abnormal events which exceed preWarns abnormal events which exceed pre--defined defined 
thresholdthreshold
Helps administrators to find problems and their causes Helps administrators to find problems and their causes 
easily and quicklyeasily and quickly

Overall graph viewOverall graph view
(Green: success, Red: failure)(Green: success, Red: failure)

Detailed table and chart viewDetailed table and chart view
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MechanismMechanism

Extended existing accounting system MOGASExtended existing accounting system MOGAS

N
TU

N
TU

O
sa

ka
 U

ni
ve

rs
ity

O
sa

ka
 U

ni
ve

rs
ity

O
th

er
 o

rg
an

iz
at

io
ns

O
th

er
 o

rg
an

iz
at

io
ns

DatabaseDatabase

Web (Security)Web (Security)

Web (MOGAS)Web (MOGAS) ProxyProxy

GRAMGRAM GRAMGRAM GRAMGRAM

Jo
b 

in
fo

Jo
b 

in
fo

E
rr

or
 lo

g
E

rr
or

 lo
g

XMLXML
Jo

b 
in

fo
Jo

b 
in

fo

E
rr

or
 lo

g
E

rr
or

 lo
g

XMLXML

Jo
b 

in
fo

Jo
b 

in
fo

E
rr

or
 lo

g
E

rr
or

 lo
g

XMLXML

sc
p

sc
p

scpscp

HTTPHTTP

visualizevisualize

SGESGE PBSPBS LSFLSF

firewall

VPNVPN

Developet at 
Nanyang 

Technological 
University

OriginalOriginal
MOGASMOGAS

ExtendedExtended



Test bed in PRAGMA gridTest bed in PRAGMA grid
Setup the script for gatekeeper on 7 servers in PRAGMASetup the script for gatekeeper on 7 servers in PRAGMA
Setup the new update mechanism on 2 servers in Osaka USetup the new update mechanism on 2 servers in Osaka U
Setup the web interface on 1 server in Osaka USetup the web interface on 1 server in Osaka U
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SummarySummary

I developed a new security monitoring I developed a new security monitoring 
system for gridsystem for grid
By extending MOGASBy extending MOGAS

Error log aggregationError log aggregation
New web interface for securityNew web interface for security
Safer and faster updateSafer and faster update

It is deployed on PRAGMA test bedIt is deployed on PRAGMA test bed

For more information, please ask meFor more information, please ask me

Overall graph viewOverall graph view


