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INn-band cross-layer approaches
- for enhancing transport-

o LY IZ < DFEHReEELTWNS

* Network is dumb, router is also smart, not only terminals.

e Jack up with shim layer between |IP and TCP/UDP
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DATA
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In-band cross-layer approaches
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PTP: retrieve every hop’s data by single packet with header growth
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Null 1G 1G Request Data
. e |
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TCP Ack 1G@62 } Response Data
SIRENS: one packet collects one router’s data, multiple packets

are required to retrieve whole path
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e Policy:

e Alice & Bob allow to disclose beyond 3rd
hop routers.

® |mplementation:

® Alice does not send req. for neighbor &
next neighbor routers, i.e.,1st & 2nd hop.

e Bob does not send back res. as Alice,
l.e., 6th & 7th hop.

e Result:
e Alice obtains 3-5 hops’ data.
e Bob obtains 3-7 hops’ data
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Poll / Cache
> Infrastructure

Poll / Cache
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(
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packets
JGN2+ L2 Infrastructure
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Policy

Alice & Bob allow to disclose beyond
3rd hop routers’.

Implementation

Alice sends reqg. & One Time Pad
(OTP) key pairs for all routers.

Original OTP key is overwritten by
ciphertext at designated router.

Bob does not send back ciphertexts
ciphered by 6th & 7th.

Alice does not send keys for 1st & 2nd.
Result:

Alice obtains 1-5 hops’ data.
Bob obtains 3-7 hops’ data

Preliminar
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